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| would like to thank the Chairman, Ranking Member and distinguished Subcommittee
Membersfor inviting me heretoday. My nameis Ronil Hira, | am here on behdf of the more
than 235,000 U.S. members of The Indtitute of Electrical and Electronics Engineers. | amthe
chair of IEEE-USA’s Research and Development Policy Committee. Our members are
electricd, dectronics, computer and software engineers who work in government and industry,
as private consultants and are professors and students in our universities.

We a |EEE-USA applaud the Subcommittee' s efforts to address shortfallsin two critica areas
related to homeland security: disaster response and mobilization, and cyber security research
and development. As the nation becomes more dependent upon technology in nearly every
agpect of our lives, theleve of vulnerability to technological disruption rises accordingly, as does
the potential impact that disruption has on our lives. Aswe saw with the problems that became
gpparent following the attacks of September 11, the promptness and qudity of the technological
response to terrorist attacks or natura disasters could mean the difference between life and
death.

Fortunately, the United States has the largest and best-qudified pool of technologica experts
and the most sophidticated technology and communications equipment in the world. The
chdlenge, however, isin coordinating the response, finding the necessary experts and supplies
and getting theminto place as quickly as possible.



For this reason, IEEE-USA strongly endorses the objectives of the S.2037, the Science and
Technology Mohilization Act. The concept of organizing to focus the nation stechnology
resources to address the response to terrorist attacks and other emergenciesis an important
ingredient in arobust homeland defense. Asaresult of the attacks, loca governments are
renewing their efforts to design disaster-recovery plans. Many entities have put in place
emergency communication plans and have taken steps to ensure optimal use of other
technologies. For example, uninterruptible power supplies are now coming into common usage.

We gtrongly concur with Office of Science and Technology Policy Director, Dr. John
Marburger’ s recommendation encouraging voluntary preparedness among organizations,
including implementing IT disaster-recovery procedures aswell as promoting standards for
coordinating disaster-recovery responses. This may well fit into the charter of the Nationd
Indtitute of Standards and Technology; however, IEEE-USA does not take a position on which
governmenta agency should be charged with overseeing the overdl program envisioned by the
legidation. We do fed that NIST, if designated, and industry can work within the framework
of acenter for civilian homeland security technology eva uation as envisioned by the legidation
to devel op standards and protocols to serve as models for local disaster-recovery programs.
The standards can not only enable optimal use of technology within aloca environment, but can
dlow for sharing of resourcesto respond to aregiond disaster.

The infragtructure reliability advisory board as described in the legidation can work with the
center to define best practices on how to make technology and communications infrastructure
lessvulnerable. Thiswill enable the board to make recommendations on al aspects of
deployment of emergency response and recovery of technologica and communications systems.

We urge caution in proceeding to establish the Nationd Emergency Technology Response
Teams. It isimportant to recognize that communication and other technologica systems can be
extremely complicated, requiring not only general knowledge of the technicd factors but dso
specific knowledge of the system under stress. This may only be available in the company and
its vendors that ingtdled the system origindly. Furthermore, if aloca government has a sound
disaster-recovery program, it may not be feasible, and could be counter-productive, to attempt
to bring in teams that have not been integrated into the established program.

One vauable service that the U.S. government can perform isto evauate and critique locd
disaster-recovery programs. This could consist of plan review and test observation. The
Government has many agencies with expertisein thiskind of service.

In regard to S.2182, the Cyber Security Research and Development Act, IEEE-USA has been
astrong supporter of thislegidation since the companion hill was introduced in the House of
Representatives. There are many excdlent provisonsin thishill. 1 would liketo highlight onein
particular. The Chairman, and author of the legidation, has done aremarkable job in
understanding the richness of our research enterprise and symbiatic relationships. Specifically,



the bill includes research that will be conducted in universties, government and industry. Each
of these inditutions brings something important to the table when it comes to research.

In addition, the hill recognizes the importance of training future professonds. While some of
these folks will become cyber security researchers and professors, many will become cyber
security practitioners. The purpose of research is not only to advance the state of the art, but
aso to ultimatdy advance its gpplication in the marketplace. Only through dl of the mechanisms
inthis bill will we be able to achieve both. In order to advance the Sate of the art and the Sate
of the market, we need to advance the state of the science in cyber security. Systematic
research is the way in which the cyber security profession can codify itslessons learned,

develop its common language, and most importantly, advance the practice of cyber security.

|EEE-USA is pleased to support S.2182, which will pay dividends not only for protection
againg cyber terrorism, but adso for commerce and persona privacy.

Thank you very much.



